nagels | Advancing Identification

Procedure for Recording and Managing Cybersecurity Incidents and Events

Nagels UK Limited
4 Milestone Business Park
Oslo Road

Hull

Nagels UK Ltd — Cyber Security Reporting



1. Purpose

The purpose of this procedure is to establish a clear and effective process for recording, managing,
and responding to cybersecurity incidents and events at Nagels UK Limited. This will ensure that any
cybersecurity threats are handled promptly, efficiently, and in compliance with industry best
practices, thus reducing potential business risks.

2. Scope

This procedure applies to all employees, contractors, and third-party vendors who handle or interact
with Nagels UK Limited’s IT infrastructure, data, and systems. It encompasses all types of
cybersecurity incidents and events, including but not limited to unauthorized access, data breaches,
malware attacks, phishing attempts, and other security-related anomalies.

3. Definitions

e Cybersecurity Incident: A security event that has the potential to impact the confidentiality,
integrity, or availability of information or IT systems.

e Cybersecurity Event: A noteworthy occurrence within the information systems that might or
might not represent a security threat (e.g., unauthorised access attempts, malware
detection, or unusual network traffic).

¢ Incident Response: The process of identifying, investigating, and responding to a
cybersecurity incident.

¢ Incident Management Team (IMT): A designated team of personnel responsible for
managing and resolving cybersecurity incidents. (L MINTER, W Starr)

4. Roles and Responsibilities

¢ All Employees:
o Report any suspected or detected cybersecurity events or incidents immediately to
the IT department or designated incident management contact.
e IT Department:
o Monitor systems and networks for unusual activities.
o Leadinitial response actions for all cybersecurity incidents and events.
o Document and report incidents to the Incident Management Team (IMT).
¢ Incident Management Team (IMT):
o Oversee the response, mitigation, and resolution of cybersecurity incidents.
o Evaluate the impact, and if necessary, escalate the incident.
o Ensure compliance with regulatory requirements (e.g., GDPR) in case of data
breaches.
e Managing Director (MD):
o Coordinate overall incident response strategy internally and with retained IT
consultancy personnel.
o Ensure lessons learned are documented and improvements are made to security
controls.
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5. Incident Detection and Reporting

o Detection:
Incidents and events can be detected through various methods, including:
o Automated monitoring tools (SIEM - Security Information and Event Management).
o Intrusion Detection Systems (IDS).
o Employee reports of suspicious activities.
e Reporting:
Any employee who suspects or detects a cybersecurity event must immediately report it via:
o The designated internal IT support (Wayne Starr).
o Email or phone to the IT department, or Incident Management Team (IMT)
members.
o Written documentation, if required, outlining the nature of the event.

Immediate Actions:

e The IT team should log the event into the incident management system.
e Initial information, such as system affected, time, and severity, must be recorded.

6. Incident Categorisation and Prioritisation
Upon receiving a report, the IT Support will:

e Assess: Categorise the event or incident based on predefined criteria such as impact,
urgency, and type (e.g., data breach, malware infection).
e Prioritise: Assign a severity level (e.g., low, medium, high, or critical) based on the potential
or actual impact to systems, data, and operations.
o Critical Incidents: May involve sensitive data breach, significant system compromise,
or major operational disruptions.
High Incidents: Might lead to temporary disruptions or loss of non-sensitive data.
o Medium/Low Incidents: Includes incidents with limited scope or impact on
operations.

7. Incident Response

¢ Containment:
The first action in response to a high-severity incident is containment. This may involve:
o Disconnecting affected systems from the network.
o Blocking malicious IP addresses or domains.
¢ Investigation:
The IMT will begin a detailed investigation to determine the root cause of the incident and
gather evidence for any potential legal or compliance actions.
e Eradication:
The IMT will ensure that the malicious activity or vulnerabilities are fully removed, and all
affected systems are clean.
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e Recovery:
Systems will be restored to normal operations. This may involve restoring from backups or
patching vulnerabilities before reintroducing systems into the network.

e Post-Incident Review:
After recovery, a debriefing session will be held to assess the response. Lessons learned will
be documented, and preventive measures will be implemented to mitigate the risk of
recurrence.

8. Incident Documentation

¢ Incident Record:
Every reported event or incident must be logged into an incident management report with:
o Description of the event or incident.
o Timeline of events.
o Actions taken during containment, investigation, eradication, and recovery.
o Final resolution and status of the incident.
e Post-Incident Report:
A formal report summarising the findings and impact of the incident must be submitted to
senior management, including:
o Root cause analysis.
o Affected systems and data.
o Business impact.
o Recommendations for future security improvements.

9. Communication and Escalation

¢ Internal Communication:
All internal stakeholders, including departments affected by the incident, should be kept
informed of progress and potential impact.
e External Communication:
If necessary, external communication with customers, regulators, or the public should be
handled in accordance with company policies and legal requirements, particularly in the case
of a data breach.
e Escalation:
o Incidents that cannot be resolved at the IT support staff level should be escalated to
the Incident Management Team.
Critical incidents may be escalated directly to the MD or retained IT consultant.
o The team will assess if any legal, regulatory, or compliance bodies need to be
notified (e.g., ICO under GDPR).

10. Continuous Improvement

e Post-Incident Analysis:
A review will be conducted for each incident to assess the effectiveness of the response.
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Findings from this review will inform updates to security controls, procedures, and employee
training.

11. Conclusion

This procedure is critical to ensuring Nagels UK Limited can effectively manage cybersecurity
incidents and mitigate potential risks to its operations. By following this process, we aim to protect
sensitive data, maintain business continuity, and ensure a secure working environment for all
employees.

This procedure should be reviewed and updated annually, or following significant incidents, to
ensure its continued effectiveness in addressing cybersecurity risks.

L Minter
Managing Director
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